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Requests to Ipfs.io today


http://ipfs.io

Requests today

IPFS IPFS

GET /ipfs/{cid} IPFS
HTTP

Load Balancer Kubo
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Imagining Decentralization



Decentralization

GET /ipfs/{cid}




Decentralization

GET /ipfs/{cid}







Project Rhea

e Enable Filecoin Retrievals
e Validate Saturn as a CDN

e Reduce Centralized Infrastructure Cost



Agenda



Agenda

What is Rhea

* Jrust Model

* Fetching Content
* Performance

« Component Systems



Talking about Trus




Trust :
I us O 8 nhttps://ipfs.io/ipfs/bafybeiakoube7hnx4ms2yangplzl6viaps 3a X XN w )

About IPFS Install IPFS

Index of /ipfs/bafybeiakou6e7hnx4ms2yangplzi6éviapsoyo6phlee6bwrg4j2xt37m3q 42 kB
bafybeiakou6e7hnx4ms2yangplzl6viapsoyobphleebbwrg4j2xt37m3q

1007 - Sustainable - alt.txt QmWe..YJRN 63 B
o Re n d e red pag eS fro m t h e : 1007 - Sustainable - transcript.txt QmZP..KB26 787 B
B 1007- Sustainable.png QmeS..wjub 41 kB

gateway are generally not
verifiable by the client




. gc—-zsh —90x22

willscott@d-1107 gc % car 1ls -v file.car
Tru St raw: bafkreifjjcieblypibny7amxnfftagclbuxndqonfipmb64f2km2deveis
dag-pb: bafybeidx5vxxny6ca3mgsS5dewySubwcibpirctmktpkvfk4io34izwwzhy
1 links. 2 bytes
foo.txt[12 B] bafkreifjjcieblypibny7amxnfftagclbuxndqonfipmb64f2km2deveis

Unixfs Directory
willscott@d-1107 gc %

 What’s missing
e Metadata blocks

e Won’t, or Can’t

 Thereisn’t a way for a client to
signal that it promises to verify

 Range requests are hard



@) 9 W4 Trustless Gateway Specification X i

Iru St < > C O E] https://specs.ipfs.tech/http-gateways/trustless-gateway/ aa

IPFS Standards

Trustless gateway Trustless Gateway
Specification

9 November 2022
* Accept: —

Editor
Marcin Rataj ()

* application/vnd.ipld.raw

Trustless Gateway is a minimal subset of [path-gateway] that allows light IPFS clients to retrieve data behind a
CID and verify its integrity without delegating any trust to the gateway itself.

o ap pl icat i O n/Vn d i i p I d 4 Car The minimal implementation means:

e data is requested by CID, only supported path is /ipfs/{cid}
e no path traversal or recursive resolution, no UnixFS/IPLD decoding server-side

° G ET / | pfs / C | d [ / p at h] [f) d e p.t h =] « response type is always fully verifiable: client can decide between a raw block or a CAR stream
[&bytes=a:b]

Table of Contents

1. HTTP API
1.1 GET /ipfs/{cid}[?{params}]
1.2 HEAD /ipfs/{cid}[?{params}]

2. HTTP Request




Show me the Bytes




Show me the Bytes

 Enable Filecoin Retrievals
e Support bitswap on filecoin Storage Providers
 Extend bitswap sessions to support other transports

* Write another scheduling layer above bitswap



Graphsync




Infura

Indexstar
IPNI




Lassie

CandidateFinder

Candidates

l

Session

£

Bitswap Graphsync




Caching and Performance




Current

Rhea:
Server-Verified

Rhea:
Client-Verified

Performance

S | — .,

Client —a— — Saturn / Lassie Y

Saturn / Lassie —) m



Cache hit rates

Current

Rhea:
Server-Verified

Rhea:
Client-Verified

Client —a— — Saturn / Lassie Y

Client — I\Ilg:g);/ ————— Origin

Saturn / Lassie —) m



Cache hit rates
Current Gateway

Gateway Kubo Cache Hits

NGINX Cache hit ratio
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Performance
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Performance

Bifrost Gateway Request Distribution ©

8192




2 building?




What are we building?

* Bifrost-Gateway
 Boxo / Gateway

e Caboose

« Cascadht, Cassette



Accept: text/html, *

Accept: application/vnd.ipld.raw

/"\

Accept: application/vnd.ipld.car

v T

Accept: application/-vnd.ipld.dag-json

A% S de\
ccept: application/vnd.ipld.dag-cbor -

/

,: Accept: application/json >

\ccept: applicatioW L
— - OrF
ccept: application/x-tar

Accept: application/vnd.ipfs.ipns-record

\_/
DNSLink Host: en.wikipedia-on-ipfs.org

Subdomain Host: cid.ipfs.dweb.link

hat are we building?

)

bifrost-infra: — HTTP GET Block x N—n, f:':'/vsaturn l‘%;\
HTTP load-balancers | —— bifrost-gateway { CDN.p /)
nginx, TLS termination ||  ———————"ttee-s TBD HTTP GET CAR X N----=""" "\

Saturn

saturn.pl

Indexstar

A 4

Bitswap—

Bitswap Peer

Graphsync—{ Graphsync Peer

78\
NE



Progress to Date



Progress to Date

 30% production traffic mirrored to bifrost-gateway / saturn

» Partial rollout of verifiable-car requests

e Currently: “Fetch CAR into shared memory blockstore and serve response
along with a blockservice that does block requests for missing data”

* Next: “do the walk locally. if a path segment is incomplete, make follow-up
requests”



Progress to Date

e Caboose

 Current: uses a dynamic ‘stable hash’ assignment of known nodes
* Next: fixed-size pool of “best” nodes.

e | assie

* Current: Identifying upstream over-fetching / amplification

e Next: HI TP transport



t H”HH Project Rhea (decentralized IPF= X +
P r ( , r‘; s ; S t o D at e QO B8 @ https://pl-strflt.notion.site/Project-Rhea-decentralizec ga
g PL EngRes Pu... / ... /| ¥ Cross-Cutting Proj... / $® Project Rhea (decentralized IPF... & Comment Q Search see

Project Rhea (decentralized IPFS
gateway)

HYPOTHESES AND EXPERIMENTS ¢ Go here for experiments we're
running/have run

WORKSTREAM TRACKER ¢ Go here for detailed project tracking

WEEKLY STATUS REPORTS ¢ Go here for latest weekly summary

MILESTONES <«Per-milestone definitions and status

METRICS DASHBOARDS ¢ How to find various dashboards tracking our




Progress to Date

Project Rhea (decentr

Rhea workstream/issue tracker

Rhea workstream/issue tracker X

O B [@ nhttps://pl-strflt.notion.site/Rhea-workstream-ic  30%

Rhea workstreamyissue tracker

&> Current Week - Open

6B Table

Active Workstreams and Issues

Workstream

[ Graph Request APIs [PARENT)

v

2 E2E Request Tracing

) Add redundancy to bifrost-
gateway LB's before serving prod
traffic

[ More trattic problems with
EIPFS 1

Bifrost makes significant
percentage of CAR & block fetch
requests to Caboose with an
already cancelled context 1

12 DR
© Adin schmahmann
@ will scont

@ cameron Wood

© ceorge Masgras

@ Ansaar

@ ndel

‘48 Current Milestone (M1.0) - Open

6B Table

7 Active Workstreams and Issues

Workstream

v

[ Graph Request APIs [PARENT)

3 Outreach to explicit between
peering partners

Streaming cars design

2 Refactor bifrost-gateway code
to handle car-based store and
ensure this is tested

Parallel Bitswap
“Fairness” (evenness) of L1 use

by Caboose - (some L1s are
getting much more traffic)

;" E2E Request Tracing

Investigate why Rhea request rate
in dashboard is not 30% of prod
traffic

2 Add redundancy to bifrost-
gateway LB's before serving prod
traffic

Create a new Saturn metrics
dashboard with only data from
Caboose as the client. Three
charts: 1) HTTP Status Codes, 2)
TTFB, 3) TTLB. Intent: allow
debugging of Caboose
correctness and latency as
currently Saturn dashboards are
Arc + Caboose data.

FR host has much lower success
rate ()2

3 More traffic problems with
EIPFS 1

[ Too many requests fetch
requests fail because of Bifrost
fetch context cancellation

Bifrost makes significant
percentage of CAR & block fetch
requests to Caboose with an
already cancelled context

» Caboose not seeing expected
cache hit rates from L1's 2

Investigations into Caboose
management of L1 pools 2

50% of Caboose requests to
Saturn fail with a 502 status code

After dashboard switchover, Rhea
correctness looks better than Old
system L) ¢

Should IPFS.io be billed for
cancelled contexts?

23

1% DR

© Adin schmahmann

@ Tortinn Olsen

© Adin schmahmann
© Adin schmahmann
@ Hannah Howard
© Aersh shan

@ will scont

o Cameron Wood

o Cameron Wood
© ceorge Masgras

‘& Diego

© Aersh shan

@ Ansqar

© Aersh shan

@ ndel

© harsh shan

@ eric Guan

@ will scont
© Aarsh shan

© Aarsh shan

@ Eric Guan

@ cameron Wood

Workstream or Task M1.0 ® At Risk
Workstream or Task M1.0 ® In progress
Workstream or Task M1.0 ® Not started
M1 - Week 7 ® In progress
Bug or Issue M1.0 ® Not started
Target Milest Status priority
M1.0 ® AtRisk P2 (current milestone)
® In progress P2 [current milestone)
Backlog * Not started P3 (backlog)
® In progress P3 (backiog)
® Not started
® Not started P3 (backiog)
M1.0 ® In progress
M1 - Week 8 ® In progress P1 (interrupts other work)
M1.0 ® Not started P2 [current milestone)
M1 - Week 8 * In progress P1 {interrupts other work)
® Not started
M1 - Week 8 ® Not started P1 {interrupts other work)
M1 - Week 7 ® In progress P1 {interrupts other work)
® Not started
® Not started
M1 - Week 8 ® In progress P1 (interrupts other work)
M1.0 ® Not started
® Not started
M1 - Week 8 * In progress P1 (interrupts other work)
M1 - Week 8 * In progress P2 {current milestone)
M1 - Week 8 ® In progress P1 (interrupts other work)
M1 - Week 8 ® In progress P1 {interrupts other work)
Backlog ® Not started P3 (backiog)

priority ) Due Date tags

P2 {current milestone) March 10, 2023

April 14, 2023 Metrics  Tracing
P2 (current milestone) Ops
P1 (interrupts other work)
Correctness
) Due Date Next Steps (w/ Dates)

March 10, 2023 Top-level-tracking: Open this item to view sub-
tasks.

Have confirmed that all of the long peering
connections are in fact 100% on EIPFS and are
reporting to the indexer. Infura is still outstanding
but are planning presently when to make the
switch.

This is likely to be Week 4 or Week 5. Reid and
Adin to talk more about this.

3/20 - important in the long term, but we're going
to move this out to a later week

3/23 - we think it's better

April 14, 2023

April 5, 2023 9:00 PM

April 6, 2023 3:10 PM

April 4, 2023 2:33PM

April 7, 2023 9:21 AM

April 12, 2023 3:37 AM

cription

Right now Rhea should be getting 30%
mirrored of the traffic going to prod. But
the dashboard shows less than 26%, so we
should investigate if this is & metric error
of some other system problem. note: when
I'm opening this ticket, the dashboard
actually currently shows Rhea getting more
traftic, which is also wrong.

https:jlprotocoll
fdjmdkp5Y

metrics?

gratana.net

se-aggregated-

Id=1&refresh=5ma&from=now-

@ comment  Q Search Try Notion

tags

Correctness

Correctness

Caboose

Metrics  Tracing

Metrics

Saturn  Metrics

Caboose Correctness

Correctness

Correctness  Saturn

Correctness  Latency
Caboose

Metrics
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Will Scott - April 17th



